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% Vulnerabilities Blocked
Barracuda 660 *
Citrix NetScaler *
DenyAll rWeb
F5 ASM *
Imperva SecureSphere
ModSecurity
SourceFire 3D
Unnamed IPS
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%
* These solutions are not yet % Vulnerabilities Blocked with Baseline Tuned
supported by NTODefend
# % Vulnerabilities Blocked With DAST (NTODefend)
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Barracuda 660 Citrix NetScaler DenyAll 'Web F5 ASM
Overall Summary Baseline DAST Baseline DAST Baseline DAST Baseline DAST
Tuned (NTODefend) Tuned (NTODefend)| Tuned (NTODefend) Tuned (NTODefend)
Grand Totals Vuln's Blocked 77| N/A 93 N/A 72 23 101 N/A
% Blocked 64.71% N/A 78.15% N/A 60.50% 78.15% B4.87% N/A
#Yulnerabilties 119 |Vuln's Missed 41 N/A 26 N/A 48 27 19 N/A
Pages 313 |% Missed 34.45% NIA 21.85% N/A 40.34% 22.69% 15.97% NIA
Imperva SecureSphere ModSecurity SourceFire 3D Unnamed IPS
Baseline DAST Baseline DAST Baseline DAST Baseline DAST
Tuned (NTODefend) Tuned (NTODefend), Tuned (NTODefend) Tuned (N TODefend)
Grand Totals Vuln's Blocked 105 106 44 90 20 98 31 96
% Blocked 88.24% 89.08% 36.97% 75.63% 16.81% 82.35% 26.05% 80.67%
#Vulnerabilties 119 |Vuln's Missed 15 14 76 30 98 21 88 23
Pages 315 |% Missed 12.61% 11.76% 63.87% 25.21% 82.35% 17.65% 73.95% 19.33%
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Average attacks blocked by category
All Products All Supported Products Supported WAF Products Supported IPS Products
Baseline DAST Baseline DAST Baseline DAST Baseline DAST
Tuned  |(NTODefend)™Provement|  “r ey [(NTODefend)™Provement!  “rineq” | (NTODefend)j'MP™Vement] "t neq”  |(NTODefend)MProvement
68 94 26 54 97 43 74 96 22 26 97 71
57.14% 78.99% 21.85% 45.38% 81.51% 36.13% 62.18% 80.67% 18.49% 21.85% 81.51% 59.66%
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capability of the security system

the security solution.
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Evaluation Criteria Description Weight | Rationale for weighting Scoring Formula
Blocking Accuracy A rating of the effective blocking 75% |This is the primary function of  |% vulnerabilities blocked

platform to support custom filters,
effort needed to create them and
robustness of the syntax.

the solution to your custom web
application.

Setup Time Measures the simplicity of the 5% |Installation generally occurs 100 - (10 * Install Hours)
installation of the basic system with only once, and does not
little background knowledge. The represent a large portion of the
score improves the easier the TCO.
system is get online in a short
period.
Custom Filter Capabilities |A measure of the capabilities of the 20% |[This feature is critical for tuning |Support for custom filters: +50

Graphical Interface: +15
Advanced Syntax (e.g., Regexp):
+15

DAST Integration: +20
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